Cameron Reimer

CISSP - Aurora, CO - (210) 833-5238 - cameron.reimer@protonmail.com -
www.cybersec.cam

Cybersecurity professional with 5+ years spanning GRC, security operations, and detection
engineering — primarily in regulated financial services environments. Proven record
leading PCI-DSS 4.0 migrations, owning internal penetration testing programs, and building
AppSec practices from the ground up. Holds CISSP. Equally comfortable designing
compliance frameworks and operating security tooling (SIEM & EDR). Looking to bring both
disciplines to a larger-scale security organization.

EXPERIENCE

GRC Security Analyst | — Il Apr 2024 — Present
CAPITAL Services - Sioux Falls, SD

— Led the organization's PCI-DSS 4.0 migration, owning gap analysis, control mapping,
and evidence collection through multiple successful QSA assessment — reducing
audit findings year-over-year.

— Serve as primary audit lead for PCI-DSS and SOC 2 engagements; coordinate cross-
functional evidence gathering across IT, legal, and compliance teams.

— Own end-to-end vulnerability management program (Tenable.SC / Nessus);
redesigned scan policy architecture and remediation SLAs, measurably reducing the
aging backlog of critical and high findings.

— Manage third-party vendor security assessment program, evaluating controls and
enforcing contractual security requirements across 25+ vendors.

— Operate and tune enterprise security tooling including CrowdStrike Falcon (EDR),
LogRhythm (SIEM), Palo Alto Firewalls, and Proofpoint — monitoring threats and
driving alert quality improvements.

— Conduct security control testing against the CIS 18 Controls baselines; deliver findings
and remediation roadmaps to senior leadership.

Information Security Administrator | — Il May 2021 — Apr 2024
CAPITAL Services - Sioux Falls, SD

— Designed and operationalized the organization's internal penetration testing program,
establishing scope, methodology (MITRE ATT&CK-aligned), and reporting cadence —
proactively surfacing exploitable risk before external assessors.

— Built the organization's application security program from scratch, embedding secure
code review, SAST tooling, and developer security training into the SDLC.

— Developed and maintained enterprise vulnerability management capabilities using
Nessus and Qualys; introduced risk-based prioritization to replace age-based
remediation tracking.

— Authored and maintained security policies, standards, and vendor review procedures
that became the foundation for subsequent SOC 2 and PCI-DSS audits.



— Delivered security configuration guidance for Linux (RHEL/Ubuntu) and Windows
Server environments, aligning hardening baselines with CIS Benchmarks and DISA
STIGs.

Information Security Intern May 2020 — Aug 2020
CYLANDA - Honolulu, Hl

— Developed DNS-based ad-blocking and network visibility solutions deployed as a
managed security service offering. Supported ISO 27001 compliance initiatives.

SKILLS & EXPERTISE

GRC & Compliance: PCI-DSS (3.2.1 & 4.0), SOC 2, NIST CSF, ISO 27001, DISA STIGs,
Risk Management, Vendor Assessments

Security Operations: CrowdStrike Falcon, LogRhythm SIEM, Wazuh, Security Onion,
Palo Alto Firewalls, Proofpoint

Vulnerability Management: Tenable.SC / Nessus, Qualys, risk-based prioritization,
remediation SLA design

Penetration Testing: MITRE ATT&CK, Metasploit, Burp Suite, Kali Linux, internal pentest
program ownership, and other industry standard tools for OSINT and threat intel/research

Cloud & Infrastructure: Azure, Cloudflare, Fortinet, VMware, Proxmox, Linux
(RHEL/Ubuntu), Windows Server

Engineering & Automation: Python, PowerShell, Bash, Ansible, Docker, DevSecOps /
SAST integration

AppSec: Secure SDLC, SAST tooling, developer security training, DevSecOps program
design

EDUCATION

B.S. Cyber Operations | B.S. Network & Security Administration 2018 — 2022
Dakota State University - Madison, SD

CERTIFICATIONS & RECOGNITION

* ISC2 Certified Information Systems Security Professional (CISSP)

* CrowdStrike Fal.Con CTF — 9th place of 53 2023

* TryHackMe — Top 7% globally

* LogRhythm CTF — 29th place of 105 2021
* USAF Cyber Patriot Competition — 3rd Place, State 2018



